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Abstract—While the Internet of Things (IoT) is embraced as
important tools for efficiency and productivity, it is becoming
an increasingly attractive target for cybercriminals. This work
represents the first endeavor to develop practical Puncturable
Attribute Based Encryption schemes that are light-weight and
applicable in IoTs. In the proposed scheme, the attribute-based
encryption is adopted for fine grained access control. The secret
keys are puncturable to revoke the decryption capability for
selected messages, recipients, or time periods, thus protecting
selected important messages even if the current key is compro-
mised. In contrast to conventional forward encryption, a distin-
guishing merit of the proposed approach is that the recipients
can update their keys by themselves without key re-issuing from
the key distributor. It does not require frequent communications
between IoT devices and the key distribution center, neither does
it need deleting components to expunge existing keys to produce a
new key. Moreover, we devise a novel approach which efficiently
integrates attribute-based key and punctured keys such that the
key size is roughly the same as that of the original attribute-based
encryption. We prove the correctness of the proposed scheme
and its security under the Decisional Bilinear Diffie-Hellman
(DBDH) assumption. We also implement the proposed scheme on
Raspberry Pi and observe that the computation efficiency of the
proposed approach is comparable to the original attribute-based
encryption. Both encryption and decryption can be completed
within tens of milliseconds.

Index Terms—Attribute-Based Encryption, Internet-of-Things,
Lagrange Polynomial, Linear Secret Sharing

I. INTRODUCTION

In recent years we have witnessed a remarkable proliferation
of networked intelligent devices - collectively known as the
Internet of Things (IoT). The IoT is a digitization of the phys-
ical world by embedding physical devices with electronics,
sensors, actuators, and network connectivity that enable them
to collect and exchange data without human intervention, and
be controlled remotely across existing network infrastructure.
It presents vast opportunities for organizations to improve
efficiencies, gain a competitive advantage, and build new
business models. More IoT devices are coming online each
and every day. Experts estimate that the [oT will grow from
12 billion devices in 2015 to more than 50 billion by 2020 [1].
While IoT is embraced as important tools for efficiency and
productivity, it is becoming an increasingly attractive target
for cybercriminals. Securing IoT is fundamentally challenging
due to the vast number of networked devices that are often
resource-constrained and exposed in unprotected environment.

A. Attribute Based Encryption (ABE) for IoTs

While it is highly desired to secure data communication
between [oT devices, the cost is overwhelming to establish
and manage a sheer number of secure connections between
each pair of devices. Fortunately, it is unnecessary to always
control data access on a per connection basis. In contrast, many
data in IoT are accessible by a group of users. The sender
does not need to specify the IDs of the receivers. In fact, it
is often impossible to do so, since the group of receivers are
often dynamic and even unknown, but can only be described
by certain properties. For example, in autonomous vehicular
networks, an authorized organization or individual may want to
send secure messages to a type of controllers on 4x4 vehicles
in a region. How to route data packets to them is out of
the scope of this work. However, no matter which approach
is used for data delivery, we must ensure appropriate access
control, i.e., only the targeted control boards can decrypt the
data. Likewise, in an industrial IoT setting, a class of sensory
data should be accessible by only authorized technicians with
prescribed attributes; or in IoT crowdsensing applications, the
crowdsensing initiator wants to send the request to qualified
participants with the desired properties.

In this research we adopt the Attribute Based Encryption
(ABE) for fine grained access control over encrypted data in
IoT. Since its introduction in the seminal work of Sahai and
Waters [2], ABE has been extensively studied in recent years
(e.g., [3]-[10]). There are different ways to define an access
structure/policy with ABE. For example, Sahai and Waters [2]
presented the fuzzy Identity Based Encryption (IBE) using a
specific threshold access policy, which can be treated as the
first variant of ABE, the Key Policy-ABE (KP-ABE). Later
on, the Linear Secret Sharing Scheme (LSSS) realizable (or
monotone) access structure was adopted by several subsequent
ABE schemes [3], [4], [6]-[9]. For example, in [3], data are
associated with attributes for each of which a public key com-
ponent is defined. An encryptor associates a set of attributes to
the message by encrypting it with the corresponding public key
components. Each user is assigned with an access structure,
which is usually defined as an access tree over data attributes.
A secret key is assigned to a user to reflect the access structure
so that the user can decrypt a ciphertext if and only if the
data attributes satisfy his access structure. On the contrary



to variants of KP-ABE, another scheme, Ciphertext Policy-
ABE (CP-ABE) [4], associates a secret key with a user’s
credentials, and a ciphertext is associated with access policies.
If a decryptor wants to decrypt a message successfully, the
attributes embedded in the secret key must satisfy the access
policies embedded in the ciphertext. In addition, several other
access structures can be found in [11]-[19].

B. New Challenges in ABE for Large-Scale IoTs

ABE can effectively support secure data delivery to a group
of dynamic or even unknown IoT nodes described by certain
attributes. However, the direct application of ABE in IoT
induces new challenges. More specifically, a long-term secret
key is undesired. An adversary can patiently record encrypted
data and wait for opportunities to compromise the secret key.
Once it is compromised, all encrypted communications and
sessions recorded in the past can be retrieved and decrypted,
thus losing confidentiality. An adversary can also record the
input and output batches of compromised messages and then
replay them. The messages’ decryption will remain the same.

To block such attacks, one can add random nonce from
timestamps or update keys to revoke their decryption capa-
bility for past messages. This property can be seen in the
forward encryption [20], [21] which is designed to prevent
the compromise of a long-term secret key from affecting the
confidentiality of past conversations. Under forward secrecy, a
compromised key at time ¢ does not break the confidentiality
of the communication that took place prior to ¢. However, the
secret key updating algorithm in the forwarding encryption
requires to communicate with the key distribution center,
leading to significant cost which is often unaffordable in IoT.
With thousands or even hundreds of thousands of IoT devices,
frequent secret key updating through a key distribution center
is simply impractical.

Motivated by the recent development in puncturable en-
cryption [22], we propose to construct a new ABE scheme,
to address the above challenges. The nodes in this proposed
scheme repeatedly update their decryption keys to revoke the
decryption capability for selected messages, recipients, or time
periods. In contrast to forward encryption, a distinguishing
merit of the proposed approach is that the recipients can
update their keys by themselves without key re-issuing from
the key distributor. It does not require frequent communication
with the key distribution center, neither does it need deleting
components to expunge existing keys to produce a new key.

C. Summary of Our Contributions

This work represents the first endeavor to develop prac-
tical Puncturable Attribute Based Encryption schemes that
are light-weight and applicable in IoTs. In particular, we
propose two new ABE encryption systems named Puncturable-
Ciphertext Policy-Attribute Based Encryption (Pt-CP-ABE)
and Puncturable-Key Policy-Attribute Based Encryption (Pt-
KP-ABE).

The basic idea is to incorporate the principles of attribute-
based encryption and puncturable encryption schemes to

achieve puncturable attribute based encryption. However, it
is nontrivial to realize it efficiently. A naive thought for
construction of such puncturable-ABE is to simply combine
the two systems, i.e., an ABE and a tag based encryption [22],
[23]. However, there does not exist a straightforward approach
to integrate the attribute-based key and the punctured keys,
because they are generated separately but must be integrated
in a coherent way based on the same master random exponent.
Moreover, even if this naive approach would be possible, the
key size would be the sum of embedded number of attributes
or access structure and the punctured keys. The latter is
often large, thus resulting in highly inefficient encryption and
decryption.

In order to develop practical puncturable attribute based
encryption schemes that are applicable in real-world IoTs, we
devise a novel approach which efficiently integrates attribute-
based key and punctured keys and has the key size being
roughly the same as that of the original ABE algorithms.
Briefly, to generate a key pair, a node first produces parameters
for an ABE user key, which embeds one share (r,) of the
master share «. Then it re-shares r, from the ABE key by
regenerating a share r to create an initial punctured key. By
following this way, we can keep the origin of the ABE key,
and re-produce an initial key for puncturable encryption. This
approach ensures that the user can derive the punctured key
without destroying the information of the initial key.

Based on this idea, we propose two new puncturable
attribute-based encryption systems. In the Pt-CP-ABE system,
a sender embeds a Linear Secret Sharing access structure A
and attaches a set of tags t1,...,t4 in the ciphertext. The tag
spaces can be the unique message identifiers or timestamps
supplementing the sender’s ID. A receiver’s secret key is an
ABE decryption key embedding its attribute set w and binding
a tag t. The decryption will be successful for a ciphertext if
w satisfies A, except the ciphertexts encrypted with ¢, which
cannot be decrypted. As a result, a receiver can securely revoke
decryption capability by puncturing the secret key on selected
tag(s). As the dual form of Pt-CP-ABE, the roles of w and A
are swapped in Pt-KP-ABE. The attribute set w is embedded
into the ciphertext, and the access structure A is embedded
into the secret key.

We prove the correctness of the proposed schemes and
their security under the Decisional Bilinear Diffie-Hellman
(DBDH) assumption. The security proof is nontrivial under
the chosen plaintext attack. We have also implemented the
proposed schemes on Raspberry Pi. The implementation is
built on the JPBC [24] library to execute the design setup,
key generation, encryption, punctuation, and decryption al-
gorithms. We observe that the computation efficiency of the
proposed approach is comparable to the original ABE scheme.

The rest of the paper is organized as follows. Sec. II intro-
duces the preliminaries about access structures, linear secret
sharing, and Lagrange polynomial and interpolation. Sec. III
presents the proposed Puncturable-Key Policy-Attribute Based
Encryption (Pt-CP-ABE) including the basic definitions, algo-
rithm construction, and correctness and security proof. Sec. IV



discusses the Puncturable-Key Policy-Attribute Based En-
cryption (Pt-KP-ABE) scheme. Sec. V presents performance
evaluation and results. Finally, Sec. VI concludes the paper.

II. PRELIMINARIES

A. Access Structures and Linear Secret Sharing

1) Access Structures: Let {P, Ps,...,P,} be a set of
parties. A collection A C 2{P1.P2.--Pn} is monotone if VB, C-
if B € A and B C C then C € A. An access structure is
a collection A of non-empty subsets of {Py, P,,...P,}, ie,
A C 2{PuP2 o Pud\ (). The sets in A are called the autho-
rized sets, and the sets not in A are called the unauthorized
sets.

2) Linear Secret Sharing Scheme (LSSS): A secret sharing
scheme II over a set of parties P is called linear over Z, if

o The shares of each party form a vector over Z,,.

o There exists a matrix M with ¢ rows and n columns
called the share-generating matrix for II. For the i'th row
of M,: =1,...,l, we let the function p label row i
as p(i), which also defines the party. When we consider
the column vector v = (s,r2,...,7,), where s € Z,, is
the secret to be shared, and r»,...7, € Z, are randomly
chosen, then Mwv is the vector of [ shares of the secret s
according to II. The share (Mwv); belongs to party p(i).

Linear reconstruction: Suppose that II is an LSSS for the
access structure A. Let S € A be any authorized set, and
let I C {1,2,...,¢} be defined as T = {i : p(i) € S}. Then
there exist constants {w; € Z,};cr such that, if {\;} are valid
share of any secret s according to II, then ., wi\; = s.

Lemma 1: Let (M, ) be an LSSS for access structure
A over set of parties P , where M is a matrix of size ¢ x k.
For all S ¢ A , there exists a polynomial time algorithm that
outputs a vector W= wi,ws, ..., Wk € Z'; such that w; = 1
and for all 4 € [1, ] where (i) € S it holds that M, - w = 0.

3) Bilinear Map and Its Assumption: Let G and Gt be two
multiplicative cyclic groups of same prime order p, and let g
be a generator of G. Let e : G x G — G be a bilinear map
with the following properties:

« Bilinearity : e(u?,v?) = e(u®,v?) = e(u,v) for all u,v

€ G and a,b € Zy.
o Non-degeneracy : e(g,g) # 1.

Notice that the map e is symmetric since e(g?% g’) =
e(9,9)" = e(g’, %)

4) Decisional Bilinear Diffie-Hellman (DBDH) Assump-
tion: Let G be a bilinear group of prime order p. Given a
tuple (g,9%, g% g¢) € G* and an element Z € Gr as input,
the DBDH assumption holds in G if for any probabilistic
polynomial-time algorithm A

| Pr[A(g, 9%, ¢, g% e(g, 9)"*) = 0]
—Pr[A(g,9°. ¢, 9% Z) = 0] | < e(K),

where the probability is over the random choice of g in G, the
random choice a,b, c € Z,, the random choice Z € G, and
e(k) is negligible in the security parameter K.
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Fig. 1. An overview of Puncturable Ciphertext Policy Attribute Based
Encryption (Pt-CP-AB) for IoTs, where Receiver 1 is a 4x4 Jeep with an
engine control board of Model SM-02-E; Receiver 2 is a SUV with an
engine control board of Model SM-02-A; Receiver N is an unknown vehicle
with an engine control board of Model SM-02-X; and the sender is an
authorized organization that intends to send secure messages to all Model
SM-02 series engine control boards in a given region. The key distribution
center is responsible to create and distribute the initial keys only, i.e., the
public key PK for the sender, and the secret key (SKi,---,SKy) and
initial punctured key (K Pp) to the receivers. The subsequent punctured keys
are generated by individual receives without communication with the key
distribution center.
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B. Lagrange Polynomial and Interpolation

Suppose that a polynomial of degree d is uniquely defined
by a set of points (zo,%0), (z1,Y1),---,(Td+1,Ya+1). The
Lagrange form of the polynomial allows the computation of a
point = on the polynomial using only d + 1 points as follows:

d

q(z) = L(z, zc,yc) = Z(yc[z] Lz, 1, xC)), (1)

=0

where z¢ = [zg,...,%q+1] and ye = [yo,. .., Ya+1] and the

Lagrange basis polynomial £(...) is:

II

0<m,m#35<d

x — xzc[m)]

Uz, j, wc) = 2

zelj] — welm]’
Applying the Lagrange polynomial form, a random de-
gree d polynomial ¢(z) is selected, which consists of sam-
pling d random values 7y....,7q from Z,, setting points
(1,71),(2,7r2),...,(d,r4) and setting the final point to (0, 3)
to guarantee ¢(0) = . Lagrange interpolation can compute
V(x) without knowledge of the polynomial coefficients by

only the public values g1 g9(@ ag:
d
V(z) = g?® = ng:o yil(z,j,xe) _ 1_[(gq(i))f(ﬂv,Jﬁw)7
j=0

where {(x, j, zc) is already defined in Eq. (2).

III. PUNCTURABLE CIPHERTEXT POLICY ATTRIBUTE
BASED ENCRYPTION FOR IOT DEVICES

Fig. 1 illustrates an overall architecture of the Puncturable
Ciphertext Policy Attribute Based Encryption (Pt-CP-AB)
scheme. For example, assume the sender to be an authorized
organization that intends to send secure messages to all
Model SM-02 series engine control boards in a given region.
Receivers are various vehicles. For instance, assume Receiver



1 is a 4x4 Jeep with an engine control board of Model SM-
02-E; Receiver 2 is a SUV with an engine control board
of Model SM-02-A; and Receiver N is a unknown vehicle
with an engine control board of Model SM-02-X. The key
distribution center is responsible to create and distribute the
initial keys only.

The sender includes a linear access structure A (which
corresponds to Model SM-02 series engine control boards in
this example) and a tag (such as a message identifier or time
period identifier) in each message sent to given [oT devices. At
all times subsequent to initial key generation, an IoT device’s
secret key is an ABE decryption key embedding its attribute
w (e.g., Model SM-02-E, Model SM-02-A, Model SM-02-X,
etc). The goal of the system is to allow the IoT devices, which
have attributes w satisfying the access structure A, to decrypt
the messages. Moreover, it allows the corresponding IoT de-
vices to selectively revoke the ability to decrypt messages with
specific tags. This is achieved by puncturing a key at a point ¢,
i.e., the receiver updates its existing secret key to derive a new
punctured key that embeds the tag ¢. In this way, even if the
newly generated secret key that is used for communications is
compromised, the adversary is not able to use it to decrypt
other important messages embedded with ¢. Note that, the
creation of punctured keys does not require communications
with the key distribution center, neither does it need deleting
components to expunge existing keys to produce a new key.

Next, we introduce the basic definitions and algorithm con-
struction of Pt-CP-ABE, followed by correctness and security
proofs.

A. Definition

A Pt-CP-ABE scheme is a tuple of five probabilistic algo-
rithms with the following syntax:

o Setup(1X,d, Nyqz). This is a randomized algorithm that
takes the inputs of a security parameter K and the max-
imum number of tags per ciphertext d. The parameter
d also specifies how many attributes in the system, and
Npae Specifies the maximum number of columns in an
LSSS matrix. It outputs the public key PK and master
key MSK.

o Encrypt(PK, M, A, {t1,...,tq4}). This is randomized al-
gorithm that takes input public key PK, a message M,
an access structure A, and a list of tags {t1,...,tq}. It
outputs the ciphertext CT.

o KeyGen(PK,MSK;w). This is a randomized algorithm
that takes an input public key PK, master key MSK,
and an attribute set w. It outputs a secret key SK
and an initial punctured key KP,. Note that, existing
authentication schemes can be adopted to ensure that no
one can forge attributes [4], [7].

o Puncture(PK,KP;_1,t). This is a randomized algorithm
that takes an input public PK, a punctured key KP;_1,
and a tag t. It outputs a new punctured key KP; that
can join to decrypt any ciphertexts, except for ciphertext
encrypted under tag t.

« Decrypt(PK,CT,SK,KP;). The decryption algorithm
inputs a public key PK, a secret key SK, a punctured
key KP;, and ciphertext CT, It then outputs message M,
or a symbol L indicating a failure decryption.

The security notion for Pt-CP-ABE is defined by the IND-
CPA game. We consider selective target security, where the
adversary is required to specify the target attribute set, and
the set of tags before receiving the public key. We provide the
following formal definition as:

o Init. The adversary declares the target access structure

and the set of tags as (A*, {t],....th}).

« Setup. On input the security parameter K and a maximum
number of tags d (which also specifies the number of
attributes in ciphertext), the challenger initializes two
empty sets P and C, and a counter n = 0. It then
runs Setup(1%,d) — PK,MSK, and gives the PK to the
adversary.

e Query Phase 1. The adversary can repeatedly issue any
of the queries, and the challenger answers these queries
as follows:

— The adversary queries for attribute set w,
where w [~ A*. The challenger computes
KeyGen(PK,MSK, w) — (SK, KPy).

— The  challenger increments n, computes
Puncture(PK,KPy,t) — KP,, and adds t to
the set P.

— Corrupt() is called in the first time when the ad-
versary issues this query. Then the challenger re-
turns the most recent punctured key KP,, to the
adversary and sets C' <— P. All subsequent queries
return 1. We restrict that Corrupt() returns L if

{t},..., t5y U P =0.
o Challenge. The adversary submits two messages
My, M;. The challenger flips a random bit
b and computes the challenge ciphertext

CT" + Encryption(PK, M, A* t5,...,t5).
o Query Phase 2. This phase is identical to Phase 1.
o Guess. The adversary output a guess b’ of b. The adver-
sary wins if b =10,
The advantage of an adversary in this game is defined as
Pr[b = /] = 1. We note the above definition can be extended
to handle chosen ciphertext attacks by allowing decryption
queries in the Query Phase.

Definition 1: A Pt-CP-ABE scheme is secure in the model
of indistinguishability against selective-target query attack if
all polynomial time adversaries have at most a negligible
advantage in the selective-target game.

Intuition of Security Notion. On the input of any t;, the
second step Puncture oracle in Query Phase 1 updates the
punctured key to revoke ¢;. The adversary may query this
oracle repeatedly, each time producing a newly punctured key.
The Corrupt oracle provides the adversary with the most
recent state of the secret key held by the challenger.

The adversary may challenge on a pair of messages, targeted
access structure A*, and chosen tags {¢,...,t5}, subject to



the following restriction: the attribute set w does not satisfy
the access structure A* in any adversary’s queries, or the
adversary cannot corrupt the punctured key unless she/he has
previously punctured at least one of the tags {t],...,t;}. This
restriction prevents the attacks in which the adversary may
trivially decrypt the challenge ciphertext.

B. Construction

In this subsection, we elaborate the Setup, Encrypt, KeyGen,
Puncture, and Decrypt algorithms defined above.

» Setup(1X,d, n,.q.). On input a security parameter K, a
maximum number of tags per ciphertext d (which also
specifies the number of attributes in the system), and the
maximum number of columns in an LSSS matrix n,,qz,
the algorithm first chooses a group G of prime order p,
a bilinear map e : G x G — G, and a generator g and
a hash function H : {0,1}* — Z,. Then it randomly
selects exponents o, & € Z;, and random elements h; , €
G for 1 < j < Nz, € 1,...,d. Finally, it samples
polynomial ¢(x) of degree d. Then from i = 1 to d, it
computes ¢(i), subjects to the constraint that ¢(0) = a.
Define V(x) = ¢%*), and let o be a distinguished tag
not used during normal operation, then outputs:

PK = (g’e(g’g)avgavgq(l)’”"gq(d),
{hjvx}lgjgnwuzzﬂfeai?to)’
MSK — g¢°.

» Encrypt(PK, M, A t;,...,tq). On input the public key

PK, a message M, an LSSS access structure A = (M, ),
and a set of tags ¢1,...,tq € {0,1}*\{to}, the algorithm
first chooses randomly s in Z,,.
Let M be a ¢ X Ny, matrix, it chooses randomly
225y e € Lo and lets T = (s,22,...,2k) €
ngaw. Denotes M ; as the i-th row, j-th column of M,
then it outputs:

CT — (CO _M e(g g)ozs Cl — s)
Cy,ij = {g®™ ’vjh }1<z<z 1< <Nmaw

Cs; = {V(H(t;))® }]E{l,..., b,

along with the tags t1,...,t4.
» KeyGen(PK,MSK;w). On input the public key PK, a
master key MSK, and an attribute set w, the algorithm

randomly chooses 7,7a,71,...,7n,,,, in Zy, and outputs:
SK = (D=g%g** {D1; =g" }h<i<e,Vz € w,
DQM = H h;j:z:)
J=1,..,Nmax
KPO = (KPOI = <ga)r+ra7 KP02 = Vv(fl(to))r7

KPo3 = g",KPo4 = o).

» Puncture(PK, KP,, t). On input an existing key KP;_; as
{KPo,KPq,...,KP;_1}, the algorithm chooses X', and

70,71 Tandomly from Z, and computes:

KP61 _ KPOl/' ga(rof)\’) _ (ga)r+ra+rof)\’ ,
KP;; = (ga)k+fr1 5
KPgy = KPoo - V(H (to))"™ = V/(H (to)) "
KPyo = V(H(t) ™ ;
KPGs = KPgg - g™ = g™t )
KPis = g7 ,KP}, = to, KPsy = t.

Then it outputs: KP = (KPG, KPl7 ey KP'L'—17 KPL)
Decrypt(w, (M, 7), SK,PK,CT, 1, ..., t4, t).

Suppose that w satisfies (M, 7). Let Z = {i | 7(3) € w}.
On input the secret key SK, the punctured key KP, a
ciphertext CT, and a set of tags {t1,...,tq} associated
with the ciphertext, the decryptor then calculates the
corresponding set of reconstruction constants {i,v; ez
which has a linear reconstruction property : » ;7 viA; =
s. Note that there could potentially be different ways of
choosing the v; values to satisfy this. Then it computes
the following:

D
A = _ 6( 701)
(I D I €5, T2, C0)
i=1 €L i€
_ E(D, Ol)
- Nmax .
( H 6(97'777 gz ZEIaMi,jvjl/l)
=1
1
-e(g™, H hi i) - TLE ), C1)
i€ €L @
— (Da Cl)
Nmaz .
( H e(gTi’ gz ZEIaMi,]”Ujl/i)
=1
B €(D701) B e(gagarlJrara,gs)
= e(gm’gz 7ZEIaM1,jvjy,-) - 6(97 g)TlaS
= e(g,9)"e(g,9)"".

FOI'j = 0, e ,i, parse KPL as (KPil, KPig, KPig7 KPL4)

Next compute a set of coefficients wy, ..., wq, w* such
that
d
w*-q(H(KPiu)) + Y _(wy-q(H(t))) = ¢(0) = a. (3)
k=1

Finally, it computes:

: e(KP;1,C1)
B = ][] 2
d
=0 e(KPjs, TT C3'%) - e(KPj2, Cr)w”
k=1

e(garratro=) go)

d
e(gm+ro, kljl V(H (t))wr) - e(V(H(tg)) t7o, gs)w”

e(ga()\'-d—rl)’gs) X e(ga()\'+r1)’gs)

e(a™, TT VIH(tR)wr) - e(V(H(D) g2y

k=1




arys

X s(a)
elgg) T -elgg)
T1s5a

e(g9,9) 77

e(g’ gsa(r-H‘a-H"o -\ )
e(g, g)a(r+ro)

a\'s

= e,V (g, ) (g, )
e(g,9)2 "% e(g, 9)N'® = e(g, 9)7"",
and outputs message as:
Co-B _ M-e(g,9)* - eg,9)**
A e(g,9)*° - e(g, g)*r=*
C. Correctness Proof

M = “4)

The condition for the recovery coefficient is to find
wg, . . ., Wq, w* such that

d
w* - g(H(KP2) + 3wy - q(H (1)) = 4(0) = a.
k=1

It is effective asking for the coefficients necessary
to compute g¢(x) at given points on the polynomial
((t1,q(t1)), ..., (ta,q(tq))). Since we only need the recovery
coefficients, we simply need the Lagrange basics. To get this,
we do not need the y coordinates at all. As a result, we can
compute by Eq. (2) as w; = {(t;,1,[t1,...,tq, PKis]) and
w* = K(PKM7 d+1, [tl, cotg, PKZ4])

D. Security Proof

Theorem 1: Assume that the DBDH assumption holds, then

no polynomial-time adversary against our Pt-CP-ABE scheme
can have a non-negligible advantage over random guess in the
Selective IND-CPA security game.
Proof: Suppose that there exists an adversary A which
can attack our scheme with non-negligible advantage e, we
construct another algorithm B called simulator which uses
A to solve the DBDH problem. On input (g, g%, ¢°, g¢), the
goal of B is to determine whether Z = ¢(g, g)** or a random
element of Gp. B proceeds as follows.

Init: A gives B the target LSSS access structure
w* = (M*,«*), where M* is a ¢ x n* matrix, with
N* = Nue. A also announces to B the target tag set
(t7,...,t;) that it intends to attack at the beginning of the
game.

Setup: The simulator B chooses random o’ € Z,, and implic-
itly sets a = ab+«/ by letting e(g, 9)* = e(g%, g*)-e(g,9)* .
B also randomly chooses &’ € Z,,, and implicitly sets a = a.
It continuously initializes two empty sets P, C' and a counter
7 = 0. Then it chooses random value z,; € Z, where
1<z <dand 1 < j < Ny If there exists ¢ such that
*(i) = z,i < n*, then let h; , = ngvmg“M;J. Otherwise, let
T = gzm"j .

Next, B chooses d + 1 points 0;,,0;,,...,0;, uniformly at
random from Z,, in which 6,, is a distinguished value not
used in normal simulation. Then it implicitly sets ¢(0) = a,
while q(t;) = 0;,, then V(H(t;)) = g9t = g0,

B sets public key as:

PK = (g,¢(g,9)*, % g7V, ...

=3

99 {hj 2 1< i<nman weds to),

Then B sends it to adversary and keeps MSK = g2 for itself.

Phase 1: A adaptively makes requests for several attribute sets
and tags. Suppose that A requests the secret key for attribute
set w and tag ¢ to be added to P. We consider the following
two cases in Phase 1 as in the proof of Pt-CP-ABE.

o Case 1: w = W*. Due to the condition in this case and by
Lemma 1, there must exist a vector @ = (w1, ..., wk) €
Zg where k is maximum column of M such that w; =
—1, and for all ¢ where 7* (i) € w, it holds that M} - & =
0.

B randomly chooses 7,743,715, ... ,rgm € Zj,. Note we
can set w; = 0 and consider M7 ; = 0 for n* < j <
Nmaz- ,

B calculates all Dy ; as Dy ; = g"7(g®)*#, which implic-
itly let 7; =7} + b - wj.

Then B simulates D as

a(ri+w1b) a(ri+ra)
b

D = gabga'g gara _ gag

where 7y = r} — b with w; = —1. Then B can simulate
the unknown term g¢.

For Vx € w, then there is no 4 such that 7*(i) = x.
B can simulate simply: D , = _ 11 D;fx, due to

Jj=1,..., Nmae
M; -w =0 and ¢(w(i)) = 0. Then KP can simply set:
KPo = (KPoi = (g7) """, KPpg = g%,
KPos = g", KPos = to).

Next, the simulator B increments n, computes KP,, =
Puncture(KP,,_1,%), and adds ¢ to set P. In the case
w* E W, we consider :

- Corrupt() query and {t¢},...,t5} N C = 0. B now
randomly chooses 7,7}, A € Z,, and implicitly sets
ro = A+ r),r1 = =X+ rj. Thus it outputs the
following:

KPo; = KPOl/' garo=X) — (gayrtratry
KPi = (9)7 o
Pl Ko V{10 — 57

A

KPjo = V(H ()7 ,

— A7
KP;3 = g + . s
KPy, = to ,
KPyy =t

Corrupt() is called in the first time; the adversary
issues this query. Then the challenger returns the
most recent punctured key KP,, to the adversary and
sets C <— P. All subsequent queries return L.

o Case 2: w [= W*. We can similarly simulate D, D, ; as
in case 1. Since w = W, we simulate D5, as follows.
If x € w, we calculate D5, in the same way as in Case
1.If 2 € w, then h;, = g*%+g™™ii with additional

constraint of 7*(¢) € w for all ¢. It holds that M} -« = 0.



We show how B can simulate D, , without knowing g“b

as
-
D2w = II oo
7=1,....Nmax
— H g .gbzx,j .gﬂMf,ﬂj_

J=1,....;Nmaq

Then KP can simply set:
KPy = (KPo1 = (¢g7)"""2, KPgy = g¥o7,
KPo3 = g", KPos = to).

Next, the simulator B increments n, computes KP,, =
Puncture(KP,,_1,t), and adds ¢ to set P. In the case
w* = W, we consider :

— Corrupt() is called in the first time as case 1;
the adversary issues this query. Then the challenger
returns the most recent punctured key KP,, to the
adversary and sets C' <— P. All subsequent queries
return L.

— Corrupt() does not query or {t},...,t5} N C # 0.
B now chooses randomly 79,71, A € Zj,. Thus it
outputs the following:

KP61 = KPy; - ga(ro—X) — (ga)r+ra+ro—>\/

A 47y

KPi1 = (¢) )
KPos = KPos - V(H (to))™ = V (H (o))"t
= (gPo)rtro

KPiy = V(H(t)* = (¢")7 7
KPos = KPg3 - g™ = g7t ;

KPis = g7 !
KP64 == t() 5
KP4 =t.

Challenge: The adversary gives two messages My and M; to
B. Then B flips a coin b and generates the challenge ciphertext
by randomly choosing 5, ...,y) € Z, and lets ¥ = (s,s +
Yooy S+ Yhe) € Z;‘,*. Then it generates C; = g¢¢, and for
i=1,...,n, Cy;; is generated as:
Coy = gaMi,.f”jjh;;(i) = (g*)MisVi (g¢) 7Fm i
and 037]' = (gc)otﬂ' .
B then sends the following challenge ciphertext to A

CT* = (MyZ,C1,{C2 j }1<i<t1<j<nmaes 1C3,5 }ieq1,....d})-

Phase 2 is identical to Phase 1.

Guess: A outputs b’ € {0,1}. If ¥’ = b then B outputs 1,
otherwise outputs 0.

Analysis: If Z = e(g, g)®*, then the simulation is the same
as in the real game. Hence, A will have the probability % +e€
to guess b correctly. If Z is a random element of G, then
A will have probability % to guess b correctly. Therefore,
B can solve the DBDH assumption also with advantage e.
This contradicts the proven hardness of DBDH. Therefore, the
assumption of existence of an adversary .A which can attack
our scheme with non-negligible advantage ¢ is invalid. Thus
the theorem is proven.

IV. PUNCTURABLE KEY POLICY ATTRIBUTE BASED
ENCRYPTION FOR IOT DEVICES

In the Puncturable Ciphertext Policy Attribute Based En-
cryption (Pt-CP-ABE), the sender includes a linear access
structure A and a tag in each message sent to given IoT
devices. On the other hand, an IoT device’s secret key is
an ABE decryption key embedding its attribute w. It allows
the IoT devices, which have attributes w satisfying the access
structure A, to decrypt the messages.

In this section, we introduce a dual form of Pt-CP-ABE by
swapping the roles of w and A such that the attribute set w is
embedded into the ciphertext and the access structure A into
the secret key. It is named Puncturable Key Policy Attribute
Based Encryption (Pt-KP-ABE).

Consider a similar application setting as illustrated in Fig. 1.
Suppose that each engine control board is equipped with
a card that contains the access structure A. It is installed
by the manufacturer and cannot be modified by the user
or a third part. The access structure specifies the types of
messages that the control board is allowed to receive. The
sender embeds attributes w into messages. A receiver is able
to decrypt a message only if its access structure is satisfied
by w. In addition, the sender also includes a “tag” such as a
message identifier or time period identifier in each message.
Similar to Pt-CP-ABE, a receiver can puncture a key at a
point ¢, i.e., updates its existing secret key to derive a new
punctured key that embeds the tag ¢, in order to selectively
revoke the ability to decrypt messages with specific tags. As
a result, it protects the messages embedded with ¢ even if the
current communication is compromised. Again, the creation
of punctured keys does not require communication with the
key distribution center, which is highly desired in large-scale
IoTs.

As dual forms, Pt-KP-ABE and Pt-CP-ABE are similar in
several aspects. Here we outline the Pt-KP-ABE scheme by
introducing its main algorithmic steps and highlighting its
difference from Pt-CP-ABE.

» Setup(1¥,d). On input a security parameter K, a maxi-
mum number of tags per ciphertext d, a parameter d also
specifies how many attributes in the system, the algorithm
firstly chooses a group G of prime order p, a bilinear
map e : G x G — Gr, and a generator g and a hash
function H : {0,1}* — Z,. Then it selects randomly
exponents «,a € Z, and random elements h; € G for
jed{l,...,d}.

Finally, it samples polynomial ¢(x) of degree d. Then
from ¢ = 1 to d, it computes ¢(i), and subjects to the
constraint that ¢(0) = a.

Define V(x) = ¢g%(*), and let ¢, be a distinguish tag not
used during normal operation, then outputs:

PK (g.¢(9,9)% g", ..., %D {h;}jea to),
MSK = (a,a).

» Encryption(PK, M, w,t,...,t;3). On input the public
key PK, a message M, a attribute set w C ZZ, and a set



of tags t1,...,tq € {0,1}*\{to}, the algorithm chooses
randomly s in Z, and outputs:

CT = (w,Co=M-e(g,9)*°,C1 =g,
Csj ={hj}tjew: Cs5 = {V(H(t))) }ieqn....a

alongs with the tags t1,...,tq4.

» KeyGen(PK,MSK,A = (M, )). On input the pub-
lic key PK, a master key MSK, and a LSSS access
structure A = (M, ), the algorithm chooses randomly
Ta,22,...,2k € Zy,. Then, the algorithm first shares
a + arg with LSSS A = (M, 7), and let ¥ = (o +
ara, 72,...,2k). For i = 1 to ¢, it calculates the share
A; = M- ¢ where M is the vector corresponding to the
i-th row of M. It then the randomly chooses 7,71, ...,7
in Zj, and outputs:

SK ({Dri = g Dai = " Yien (i)
KP() (KPOl = ( )T+Ta KP()2 = V(H(to))r,
KPo3 = g",KPg4 = to).

» Puncture(PK,KP;,¢). On input an existing key KP;_;
as {KPg,KPq,...,KP;_1}, the algorithm chooses )/,
and 79,7, randomly from Z, and computes similarly
to the Pt-CP-ABE’s Puncture algorithm, and outputs:
KP = (KP;,KPy,...,KP;_1,KP;).

» Decrypt(w, (M, 7), SK, PK, CT,). Suppose that w satis-
fies (M, 7). Let Z = {i | 7r( ) € w}. On input the secret
key SK, the punctured key KP, a ciphertext CT, and a set
of tags {t1,...,tq} are associated with the ciphertext. It
then calculates the corresponding set of reconstruction
constants {4, v; },ez which has a linear reconstruction
property : Y ;.7 V;\; = a + ara. Then it computes the

following:
¢ £ e(ghhT
e(D1,i, Ch) h"n’()’ 9°) .,
A = T2
11;[ (DQ Z;CZZ ]‘_[1 i) 7\'(1)) )
B - ﬁ e(KPj1, Ch) ’
=0 e(KPjs, H C3lk) - e(KPja, Cy)v”

. _ Cu-B
and output message as: M = o=

The proofs for correctness and security of Pt-KP-ABE are
similar to the proofs given in Sec. III and thus omitted here.

V. EVALUATION

Since we have proven the correctness and security of the
proposed schemes, our performance evaluation focuses on
computation efficiency. We analytically compare the encryp-
tion, decryption cost. As shown in Table II, the cost of the
proposed schemes is only marginally higher than the original
ABE schemes, where p denotes the pairing operation, d the
maximum number of tags,
access structure, ¢ the number of attributes in user key, Ny,qq
the maximum number of columns in an LSSS matrix, and pr
the number of punctures in the secret key.

Then, we implement the proposed schemes on Raspberry
Pi 3 with an ARM Cortex processor. We adapt two existing
libraries [25], [26] to construct Pt-CP-ABE and Pt-KP-ABE.
The experiments aim to study their average computing speed

})s on IoT devices. The sizes of public key and master key grow

linearly with size of attributes universe. We experience on a
160-bit elliptic curve group constructed on the curve y? =
2% 4+ x over a 512-bit field. The program are tested for a
number of rounds until the average key generation, encryption
and decryption speed converges.

TABLE 1
AVERAGE SPEED FOR PUNTURABLE KEY GENERATION.
[ | Time(ms) ]
Initial Punturable Key Generation 7
Subsequent Punturable Key Generation 5

Table 1 demonstrates the computation time to generate
punctured keys. It takes about 7 and 5 ms respectively to gen-
erate the initial punctured key (i.e., K F) and each subsequent
key. Figs. 2 and 3 illustrates the encryption and decryption
times of the original ABE schemes and the proposed Pt-ABE
schemes. As can be seen, although the proposed schemes
incorporate punctured keys to achieve the revocation capability
of target messages, their encryption and decryption times
only increase marginally (about 10%) in comparison with
the original ABE schemes. The computation time naturally
increases with the number of attributes. But even with a large
attribute set (e.g., 20 attributes), both encryption and decryp-
tion operations can be completed within tens of milliseconds.
The experimental results show that the proposed puncturable
ABE schemes are well suited for IoT applications.

TABLE I
ANALYTICAL COMPARISON OF ENCRYPTION AND DECRYPTION COST

[Scheme | Puncture Key Ciphertext Size Decryption Cost

[ [ \
[ KP-ABE | X \ Gzl T (L+ [WNIG] \ 2zp \
[ PtKP-ABE | v [ Grl+t AT e[ +d6] | t3xpp__|
[ CP-ABE | X [ [Gr[+ (I + X Nmax))G] | A+ Nmax)p |
[ Pt-CP-ABE | vV [ [Gr[+ (A + (¢ X Nimaz) + DIG] | (L + Nimaz +3 x prip |

VI. CONCLUSION

This work is the first endeavor to develop practical Punc-
turable Attribute Based Encryption schemes that are light-
weight and applicable in IoTs. We have proposed two new
schemes, called Puncturable-Key Policy-Attribute Based En-
cryption and Puncturable-Ciphertext Policy-Attribute Based
Encryption. Both of them support fine grained access control
and key punctuation to protect selected important messages
even if the current key is compromised. In contrast to con-
ventional forward encryption, the proposed approach enables
recipients to update their keys by themselves without commu-
nicating with the key distributor. Moreover, the novel approach
efficiently integrates attribute-based key and punctured keys
such that the key size is roughly the same as that of the original
attribute-based encryption. We have proven the correctness of
the proposed scheme and its security under the Decisional
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Fig. 2. Comparison of encryption and decryption times between the original CP-ABE and Pt-CP-ABE.
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Fig. 3. Comparison of encryption and decryption times between the original KP-ABE and Pt-KP-ABE.

Bilinear Diffie-Hellman (DBDH) assumption. We have also
implemented the proposed schemes on Raspberry Pi. The
experimental results show that both encryption and decryption
can be completed within tens of milliseconds.
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