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Abstract—In this paper, we propose a Self-Interest-Driven A. Ad Dissemination in Autonomous Mobile Social Networks

(SID) incentive scheme to stimulate cooperation among selfish Mobile social networking has a substantial impact on busi-
nodes for ad dissemination in autonomous mobile social net-

works. As a key innovation of SID, we introduce “virtual checks” N€SS. A survey [6] conducted by Google shows tri#t; of
to eliminate the needs of accurate knowledge about whom and Smartphone consumers use their phones to help with shopping
how many credits ad provider should pay. A virtual check is and71% of them search after being exposed to advertisements
included in each ad packet. When an intended receiver receives gnjine or offline. Therefore, dissemination of personalizels

the packet for the first time from an intermediate node, the . . .. , .
former authorizes the latter a digitally signed check, which serves is recognized as one of most promising mobile social network

as a proof of successful ad delivery. Multiple copies of a virtual @PPlications. The attractiveness of such an applicaties i
check can be created and signed by different receivers. When its simplicity, low-cost, convenience and efficiency. Itisne-
a node that owns a signed check meets the ad provider, it ficial for small businesses looking to expand their cust@mner
requests the provider to cash the check. Both ad packets and gng attractive for individuals to publicize their personed

signed checks can be traded among mobile nodes. We propos : : : :
the effective mechanisms to define virtual rewards for ad packs %Iyers' The advertisements to be disseminated fall into ggan

and virtual checks, and formulate the nodal interaction as a two- Of categories, such as coupons, deals, ne_wsletters, froduc
player cooperative game, whose solution is obtained by the Nash catalogs, and extra show tickets. Each node in the netwark ca

Bargaining Theorem. Extensive simulations are carried out to be an ad provider or a receiver (or more commonly both). Ad

compare SID with other existing incentive algorithms under real providers (e.g., small local retailers, yard sale ownens, fiea

world mobility traces. marketers) generate ads, which are disseminated to itedres
|. INTRODUCTION receivers directly or indirectly via other nodes. A mobilede

With its surging popularity among mobile users, socidl'®y wish to regeive ads in one or multiple .ad categories. For
networking is experiencing unprecedented growth on smalfStance, z;ssvmlg r::.om gna“l/ be interested Iln s_u;:h ads_c?ms s;t\ore
phones and portable tablets. The transmission of social n upons, t'a y (.:Ot mbg'l eals olr gr?cerl)(/ sa eh!nrﬁrmafzze:
work contents between mobile users and social network si §ser:1r:na} |;)n V'? mobrie s00|ab.r|1e WOTKS 1S :g 31 € mgl
(such as Facebook and Twitter) often rely on the underlyirf ti]e' € m_elrac lon amog%mho lie USers are closely @
communication infrastructure, predominantly the Inténples €Ir social groups and benhaviors.
available wireless access nerorks (e.q., ceII_uIar andi)WiFB. Selfishness and Incentives
However, Internet connection is not always available argneh However, mobile users in the real world can be either co-

anytime or can incur an undesired extra cost. operative or selfish. A cooperative node carries and shaes a

In this research, we consider antonomous mobile S_oc'al for others altruistically. On the other hand, if a node idisk|
networkthat does not depend on any infrastructure but, msteqpaims to maximize its own benefit only. Consequently, it is
exploits opportunistic connections among mobile userstevio

ificall ble devi , th ealb often reluctant to consume its energy, storage and baniwidt
speciiically, portable devices can communicate with €aarot reqq rces for nothing, and thus, refuses to carry any ads oth

anq exchange.s.ocial networking dgta via their. shor.t ranghn the ones interested by itself. Price-of-Anarchy, Wwhic
radios (e.g., WiFi and Bluetooth) or licensed device-tuicke measures how the efficiency of a system degrades due to

_(DZD) links. Such mobile device-to-device data tra_nsf_en “&elfish behavior of mobile nodes, is reported in [7] under fou
increase network performance and reduce communicatidn CRSl social mobile network data sets. It demonstrates it d

for both service providers and individual users [1], [2]. U g|iery ratio increases linearly with the decrease of stelfi
to the limited radio transmission range and unrestrain@aho , J1-<” | other words. the more nodes contribute to relay-

mobi_lity, the connection between mobile nodgs is intelemitt ing messages for others, the better performance the network
forming a delay-tolerant network (DTN) setting [3]-{5]. Anycpieyes, Thus, to support such mobile ad disseminaticegin r

autonomous mobile social network is often created for al Ioc\?zorld an efficient incentive scheme is imperative to st
community in which the participants have frequent interag]—odaI cooperation and attract more participants.

tions, e.g., people living in an urban neighborhood, stt&len |, s work, we take selfishness into account, and assume
studying in a college, or tourists visiting an archaeolab#te. , \,qe s driven by its own interests. Ad dissemination is a
Its size varies from a large group (for instance, all stuslémt «,sh» model, where a source intends to disseminate its ads,
a university) to a small cluster (such as members of a schaQly s should pay for the delivery service. Other nodes
band). It may serve a community over a long span of Y€3[Sarticipate in ad transmissions only if they are benefiegari

or be temporary to last for as short as a few hours only. This is in a contrast to other incentive models in the liter-

Ning, Yang and Wu are with The Center for Advanced Computedi8, 81-1101 wh . . d “ull” d
University of Louisiana at Lafayette. Han is with DepartmefitElectrical ature [8]-{10] where receivers intend to “pull” and consume

and Computer Engineering, University of Houston. data, and thus, are deemed as payers. In this paper, we assume
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all nodes are rational and honest. Neither do they consume [l. RELATED WORK

their resources to help nor to maliciously attack othersal¥e ) . )
assume strong authentication that provides auditabiittie ~ Early studies on DTN predominantly focus on routing.
verification of identities of nodes and prevents forgingnife Information dissemination is first addressed in PeopleR2}, [
cation to obtain free forwarding service or more rewardsifroWhich mimics the way people disseminate information in real
others. The security related problems are out the scopef t#fé Vvia social contacts. It is based on epidemic dissemina-

patterns. In [23], a social centrality metric is introduced

C. Challenges and Contributions based on social contacts and user interests to improve the

Selfishness of mobile nodes has been studied in the cont@ficiency of data dissemination. Optimal dynamic content
of mobile ad-hoc networks [8]-[10], [14]-[21]. For eXammedistribution [24] addresses the problem of how to allocate
under the credit-based approaches, the source node lbarndgndwidth optimally to make the content at users as fresh
routing path and loads a number of credits in its data paci@t Possible. In [25], a contact aware duplication algoritam
to pay each intermediate node that helps data delivery. PEOPOSed for data sharing in inter-connectivity mobilenggk.
unique challenge to providing incentives in an autonomowEparately, FleaNet is proposed [26] for information stgari
mobile social network stems from its DTN-like opporturdsti @Mong people onboard vehicles. A probabilistic one-owmprs
communication, where a routing path is nondeterministis. Aorwarding algorithm is proposed in [27] to preserve privac
a result, although the ad provider that intends to dissemmin&f €lectronic coupon [28] distribution. However, all of te&e
its ads should pay for the delivery service, it does not knofissemination schemes assume nodal cooperation in DTN.
how many nodes will involve in packet delivery and which Selfishness has been investigated in the context of mobile
nodes it should pay for. The problem is further complicatedd-hoc networks, largely under two categories: reputation
by packet duplication that is common in DTN, where multipl®ased (e.g., [15]) and credit-based (e.g., [16]-[18]) appnes.
copies of a packet may be delivered to the same receiver Biieir ultimate goal is to stimulate nodes to help by forwagdi
only the first copy should be paid. At the same time, a packeackets for others. However, these incentive approaches ar
is often desired by multiple users who share the same interd®t directly applicable in DTNs. The frequent partition and
calling for equal incentives in such multicast deliveriebese the lack of end-to-end contemporaneous paths in DTNs make
characteristics together make the development of inaenti impractical for a node to manage reputation of its neighbo
mechanism for ad dissemination a unique, interesting, af8 required in the reputation-based approaches, or toastim
challenging problem. As to be shown in Sec. Il, none of tH&e number of intermediate nodes that would involve in packe
available schemes in the literature are directly appliedigire. forwarding as required in the credit-based schemes.

Inspired by the charging-rewarding model [14], we pro- Several incentive mechanisms are developed recently for
pose a Self-Interest-Driven (SID) incentive scheme for a@pecial DTN settings. For example, a barter-based scheme is
dissemination in autonomous mobile social networks. A kgyroposed in [8] to stimulate cooperation in downlimoadcast
innovation of SID is to introduce “virtual checks” to elindte transmission from a stationary source node to all mobileesod
the needs of accurate knowledge about whom and how manya DTN. A similar downlink scenario is considered in [9]
credits ad provider should pay. The source loads a “virtulit for multicasttransmissions, where data packets in different
check” in an ad packet. When an intended receiver receivegiegories are transmitted to different user groups. I, [di©
the packet for the first time from an intermediate node, thecentive scheme is proposed fdata aggregationin delay-
former makes a copy of the virtual check and digitally signlerant sensor networks. In all of these scenarios, receare
it, and authorizes the latter as the current owner of theesignbeneficiary and pay for data delivery services in one way or
check. The digital signature serves as a proof of the sutdes@nother. Clearly, they are different from the ad dissenonat
delivery of the ad packet. Multiple copies of a virtual checlkpplication studied in this work, where individual nodes ca
can be created and signed by different receivers. When a nbgedata providers and push data packets to a set of receivers.
that owns a signed virtual check meets the ad provider tHaere the providers (or sources) must pay for data delivery,
issues the check, it requests the provider to cash the cheekKing for new incentive mechanisms different from [8]8]1
(i.e., pay credits). Note that an ad provider only casheseslg A handful of schemes are proposed to stimulate cooperation
checks issued by itself. Both ad packets and signed checoks ta general peer-to-peer DTN communications. In [20], if a
be traded among mobile nodes. Since only the first delivem@lay node fails to show successful relay proofs, it is exetl
is awarded the signed check, the key design issue is howfrtom future communication. The hard and permanent penalty
effectively track the potential value of a packet and how ton selfishness leads to desired Nash equilibria but maytiesul
have a signed check cashed by the ad provider as quick as pagroper punishment on normal nodes with random computa-
sible under such an intermittent network setting. We preposon or communication failures. An incentive mechanismeais
effective schemes to define virtual rewards and checks, ammlpairwise tit-for-tat (TFT) is presented in [21], whereadn
formulate nodal interaction as a two-player cooperativagia forwards as much traffic for a neighbor as the neighbor does
with its solution obtained by the Nash Bargaining Theorenfor it. The TFT-based scheme requires each node to record
Simulations are carried out to compare our proposed schehmv much traffic other nodes have relayed for it. In DTN,
with other existing incentive algorithms in terms of ad dety such information is often delayed, consequently degrattieg
rate, delay and overhead under real world mobility traces. performance. We will compare [21] with our work in Sec. IV.
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SCHEME FORAD DISSEMINATION

Check
IIl. PROPOSEDSELF-INTERESFDRIVEN INCENTIVE | D |4& A N N A = ;
Pay

A. System Overview

An autonomous mobile social network consists of a set of
intermittently connected mobile nodes. In general, a neobil
node varies its role as aad provider or an ad receiver

from time to time, or act as both simultaneously. An ad ‘E ...... , c] E
provider generates personalized ad packets in one or neultip Trade Trade
ad categories, while an ad receiver wishes to receive adepack Ad Ad| [Check  Check
in its favorite ad categories/irtual credits are employed as ‘. e B = B
currency to reward ad delivery service. The available tsedi o ' I 7

at a node decrease when the node pays for delivery Servli:(i:el An example of ad dissemination in a small community wheoh ea
for disseminating its own ads and increase when it prowd?tﬁjaré representspa node, a dotted curve arrow indicatandher)T/]ent of a
delivery service for others. The details of how to pay anaheafiode, and the solid arrow depicts communication. Nedis the ad provider
credits will be discussed in the next subsections. while NodesC' and D are receivers.

An ad packet contains five fields: advertisement conteRkample depicted in Fig. 1, NodB subsequently transmits
ad category, a virtual check, the maximum deliveries, aed thhe a9 packet to Nod€', and in return, NodeC' makes a
time-to-live (TTL) that signifies the lifetime of the ad patk copy of the virtual check included in the ad packet, signs it,
Definition 1. The ad category3, of Packetp indicates to and authorizes the signed check to Naleas a reward for

which interest category Packetbelongs. its delivery service. Note that, while Usét holds the singed
The virtual check contains an unalterable unique ad ID (e.gheck, it has not yet obtained any credits. It has two choices
digitally signed by the provider) and a face value. First, it may cash the check when it meets NotleHowever,

of the virtual check in Packet If it has an extremely low likelihood to meet Nodé, this
p is the amount of virtual credits the ad provider is willing to?PProach becomes infeasible. Although the check is stittiwo
its face value, it is not much valuable to Node Thus, the

pay to each intended receiver that receives the ad. 4 choice is t h the sianed check with th
The ad provider decides the face value of the virtual checflfecon Cnoiee 1 10 XcNange e Siynea cnetic With anower

A higher face value mean tronaer incentive. often iiesult ode (e.g., Nodev) for a signed check issued by a different
A Nigher face value means a stronger INCentive, ofien nesu provider to which NodeB has a higher contact probability.
in a faster dissemination of the ad. The impact of face val

. . o D uch an exchange should benefit both nodes (i.e., to increase
on ad delivery will be quantitatively studied in Sec. IV. Th?heir likelihood tc?cash checks). For example, lsld_ae:ashes

VW”:]Z?]I ;hfcfk szutﬂcea;zizlz:lir:/tgrg dliosfnn?r?tez):j:d r?ecfé\i/\?the check when it meets Nodé as illustrated in the figure.
a copy of t% virtual check is signed and authorized to t%bviously, the.ad provider and receiver may aIsp meet dyrect
deliverer as a reward Qge_e the_meetlng_ betwe_en _NodA&and D): In this case, the
' ad is delivered without issuing and cashing check.

Definition 3. The maximal deliveriesy, of Packetp is the  Both ad packets and signed checks can be traded between
maximum number of receivers to whom the provider intengl§o mobile nodes during ad dissemination. However, it is
to send the ad. nontrivial to reach an agreement between them to decidehwhic

It is bounded by the number of users in the networ&d packet or signed check should be transmitted. Since nodes
who are interested in the ad packet, x v, indicates the are all selfish, a node always tries to maximize its own benefit
maximum number of credits the provider would like to pay fowhich however may hurt the interest of the other node. For
disseminating the advertisement, which must be limitedhiey texample, when a node acquires a copy of a packet from the
total available credits at the providet, is often initialized by other node, the former obviously increases its potentedics
the provider according to the receiver population, whicthes (because it adds a valuable packet into its inventory), et t
estimated number of receivers of the packet. The ad providatter suffers with a decreased potential benefit (sincest j
can learn this information by a counting algorithm [29].is created a competitor, given a receiver only awards the first
updated during dissemination as to be discussed later. deliverer a signed check). Whenever a node wants an ad packet

An example of the system is illustrated in Fig. 1, wherer signed check from the other node, it must trade one of its
each square represents a node, a dotted curve arrow irgdicaten for the desired packet. During the packet exchange, the
the movement of a node, and the solid arrow depicts commdes have conflicting interests, and the final agreement mus
nication. Mobile UserA is a part-time car dealer and woulddo good to both of them. We thus observe that the nodes’
like to promote his business by spreading used car dealsb&rgaining process matches a two-person cooperative game,
people in his community. Therefore, he creates an ad paclatid model the action of each node from the game theory’s
When NodesA and B meet, NodeB acquires a copy of the perspective. The two nodes have different objectives aeid th
ad packet via a trading process (to be discussed later). Nagierests can conflict with each other. To cope with conflict
B is keen to have the ad because it routinely meets Nooherests, the two person cooperative game allows players t
C (that is interested in used car deals) and thus has a higlach a binding agreement. Given the selfish nature of the two
likelihood to gain rewards by delivering the ad packet. la thpersons, the binding agreement they reach must promote the

Definition 2. The face valuey,
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interests of both nodes, based on the “values” of the packetdMore specifically, each node maintains a timer. If there is
and checks. Next, we introduce the effective mechanismsrto contact with other nodes within an interval ©fthe timer
define virtual rewards for ad packets and virtual checks, aegpires, generating a timeout event. kgt denote the direct
formulate a two-player cooperative game to optimize sudontact likelihood of Node: with receivers in Ad Category
trading process, aiming to disseminate ad packets withdin th:. It is initialized to zero, and updated at every contact veith
TTL to as many receivers as possible, and at the same tireeeiver in Ad Category or a timeout event, whichever comes

maintain a balanced budget. first. n? is updated as follows,
B. Appraisal of Ad Packets and Virtual Checks i _ { (1 —e)[nly, +e1, Contact @)
When two nodes encounter, they both want to properly (1 —e) [l Timeout

trade their packets and/or checks in order to maximize thejhere []i is the direct contact likelihood of Node with

benefits. To decide which packets and checks should be tradedeivers in Ad Categorybefore it is updated, anti< ¢; < 1

a node must appraise their values. The value of an ad paGkeh constant employed to keep partial memory of historic
mainly depends on two factors. First, an ad packet is mogentact status. Similarly, lef’, denote the indirect contact
valuable to a node if the node has a higher likelihood {fkelihood of Noden with receivers in Ad Category. When

meet the receivers and consequently a higher chance to e38den meets Node: that is not a receiver in Categofy’,
signed checks. Second, an ad packet with a higher maximggnypdated as follows:

deliveries tends to have a higher value since a node that owns i ;
such a packet may potentially make deliveries to multiple il = { (1- 62)[7]]? + €My, C_ontact 3
receivers to obtain multiple signed checks. The seconaifact (1 = e2)[Al5, Timeout
relates to the packet itself and remains the same for allsjod@herec, is a constant between 0 and 1. One may wonder why
while the first factor is node-dependent. Similarly, theueal the indirect contact likelihood should be considered harees
of a signed check to a given node is appraised based onataode only receives the signed check through direct dgliver
likelihood of being cashed. The reason is that indirect contact likelihood can help sode
Based on the above observations, we define two parametésstrade valuable packets. For example, we assume Nbde
Packet Virtual Rewardind Check Virtual Rewardto evaluate owns Packetp in Categoryi, but has a low direct contact
the value of an ad packet or signed check, respectively. likelihood to any receivers in Categoty At the same time,
1) Packet Virtual Reward:To facilitate packet appraisal Node B has a high direct contact likelihood to receivers in
and trading, a node always creates virtual packets for eaChtegoryi. When NodesA and B meet, Packep can be
ad packet. Totallyy, virtual packets for Packgt, which all a very competitive packet for Nodd to trade with Node
link to the same advertisement content, face value, virtugl. Thus, the indirect contact likelihood also contributes to
check, ad category and TTL of Packetare created. But eachad delivery and rewarding process. As shown in [30], two-
virtual packet has its maximal deliveries set to one. Theafisehop relaying achieves most performance gains. Therefoge, w
virtual packets effectively avoids the complexity in upgdgt assume indirect contacts involve two-hop relaying onlyhia t
the maximal deliveries. following discussions. Since the direct transmission amat t
Let's consider Virtual Packeg that is one of the virtual hop relaying are independent, we have the ADCL of Nade
packets created for Ad Packet Clearly, o,=c,,, 3,=53,, and in Ad Categoryi:
~74=1. We estimate the potential value of Virtual Packety

the Packet Virtual Rewaravhich is denoted aR? and signifies §n =11 =)L —1). )
how many credits (on signed checks) Nadevould gain if it Let ®, denote the set of ad packets owned by Node
trades in Virtual Packeq. Formally,

e y Their total value isR,, = > .4, R%

RI = qa, x &1, (1) 2) Check Virtual RewardS|m|Iar to the packet virtual re-

ward discussed above, we introduce @teeck Virtual Reward

where o is the face value of the virtual check included ifyoqtaq a’c, to indicate the value of Signed-Cheekto
the ad packet and.,” is the ad category contact likelihood Node n:

(ADCL), i.e., the likeliness that Node contacts the nodes that CC = a, x p°, (5)
are interested in ads in Categq@y (i.e., potential receivers).

The ADCL of Noden in Ad Categoryi represents the Wherea. is the face value of the check ang is the check
likelihood that Noden delivers ads in Categoryto interested reward contact likelihood (CRCL).e., the likeliness that Node
receivers. Its value intrinsically depends on the aggestjat? meets the issuer of Cheekp;, represents the likelihood that
direct and indirect contact likelihood with receivers. Théloden contacts the payer of Checkdirectly or indirectly.
former, i.e., thalirectad category contact likelihood, indicatesThe method to obtain CRCL is similar to Egs. (2)-(4), but
the likeliness that Node directly meets a node that is abased on individual nodes instead of categories. Thus, the
receiver of Ad Category. The latter captures the likelihooddetails are omitted here. The total value of all checks owned
that Node: delivers ads to the receivers via other nodddy Noden is C, =3 ., Cy, where¥,, denotes the set of
indirectly. Similar to [9], we adopt the exponentially watgd signed checks at Node.
moving average (EWMA), which is an effective scheme for 3) Self-Interest Gain:Assume Noden meets and trades
online estimation, to maintain and update ADCL. packets and checks with another node. ®gtand ®,, be the
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set of ad packets owned by Nodebefore and after the trade. There exist many kinds of cooperative game solutions. Among
Similarly, ¥,, and ¥,, denote the set of checks before anthem, the Nash bargaining solution provides a unique amd fai
after the trade, respectively. Pareto optimal point. It is briefly described as follows.
We define the self-interest gain that Nodeachieves by = The Nash bargaining solution [31] for a two-person coop-
trading ad packets as follows: erative game is given by
> R ()

= Z Rﬁ— (énagk) =arg

pe é)n pE‘I’n

- dn) X (Sk - dk)v (8)

max (s,
(sn,5K)ES
wheres,, and sy are the utility gains of Node and Nodek,
respectively$,,, 5;) is the optimal solution, which is also the
@) utility gain of Noden and Nodek in the Nash solution, and
d,, anddy is the disagreement pointés,, — d,,) X (si — dx)
is called the Nash product.
Clearly, the positive gains are expected by NodeNote 2y proposed Incentive ProtocolVe formulate the trading
that, the queue of a node is likely full at the steady statrocess as a two-player cooperative game as discussed above
Receiving a packet means to replace an existing packet Wihq apply the game model to ad packets and checks indepen-

and the self-interest gain by trading checks as:

=y ci- Y Cr

cel, cEWn

the lowest expected reward. The loss of such a packet is talggihtly, i.e., a packet can not be traded with a check. Standar

dropped packet is excluded frofin, in Eq. (6).

bargaining solution given in Eq. (8). More specifically, we

C. Cooperative Game Model for Trading Packets and ChecREopose an incentive protocol with five steps outlined below
With limited initial credits, how to maintain a balanced>t€P (1) Each node periodically performs neighbor disgover

wallet and at the same time distribute as many ads as possible
is crucial for every node. None of the nodes want to waste thei
own resources to help others due to their social selfishness.
Like in a real-life market, in order to maximize their own
benefits, the nodes often ask for different packets and sheck
to trade, and negotiate transactions through bargainimghi$

end, we formulate the interaction between two nodes as a two-
player cooperative game originally proposed by John Forbes
Nash in [31]. The two players in the game are rational and
selfish. They negotiate to cooperate in making decisions on
trading, such that each of them can maximize its benefit. We

assume that the ad packets and checks are traded separated,

and show that the trading process can be solved using the Nash
bargaining solution.

When Noden meets Nodek, it first updates its
ADCL and CRCL. Then it learns the available ad
packets and checks at Nodei.e., &, and ¥, and
creates a packet candidate list = ©), — (D, NDy)

and a check candidate ligt, = U, — (U, N Wy).

I, andT,, are sorted in a decreasing order of the
packet virtual rewards and check virtual rewards,
respectively. They are essentially the packets and
checks available at Node but not at Noden. Here,

we have assumed two nodes meet only, which is
largely true in a DTN-like mobile social network
where nodal density is low. If more than two nodes
meet, a node randomly chooses another node that is
not involved in any communication to trade.

To facilitate our exposition, we first define the two playePt€P (2) Noden checks if it is a receiver for any packets in

bargaining problem as follows, and then give an overview on
how to apply Nash bargaining solution to trade the ad packets
and checks, followed by an analysis of the game.

1) Two Player Bargaining and Nash Bargaining Solution:
We formulate the nodal interaction as a two-player cooperat
game, where the players reach a agreement via bargaining.

I,,. Ifitis, Noden requests those packets from Node
k. For each received packet, e.g., PagkeNoden
makes a copy of the virtual check, digitally signs it
and authorizes it to Nodg. Note that Nodek still
keeps a copy of Packet Upon receiving the signed
check, Nodek decreases the maximum deliveries of
Packetp by one, i.e.;y, =, — 1.

Definition 4. The two player bargaining problers defined Step (3) Node: checks if it is a payer for any checkslh,. If

as the pair (S, d), where S defines the space as the set of all
possible utilities that the two player can achieve, i(e,,, si),
and d € S is the disagreement poinusually defined as the
utility gain without cooperation, i.e(d,, di), such that there
exists some € S ands > d, i.e., s, > d, and sy > d; [32].

Each player can choose its strategy, i.e., a set of packets or
checks that it wants to get. When an agreement is reached by
two players, the self-interest gaifs,,, si) are their payoffs.
Note that the gain of one player depends on the strategies
chosen by both of them. In a contrast to the non-cooperative

it is, it pays Nodek a number of credits equal to the
total face values of the checks and Nddeemoves
those checks fromb,. At the same time, Nodé
examines if it is a receiver or payer similarly.

Step (4) Nodes: and k bargain which packets and checks

should be traded. This process is formulated as a two-
player cooperative game as discussed above.

Step (5) Finally, they transmit to each other the set of adtpac

ets and checks determined by the Nash bargaining
solution.

game, the two-player cooperative game allows players The above proposed scheme assumes the virtual packets are
reach a binding agreement, despite their possibly comftjctitraded separately. In real implementation, the virtualkps
interests. The selfishness of the players ensures that, sheuld be consolidated to ad packets. For example, assume
binding agreement, once reached, must benefit both playédsde n currently owns Packep with a maximum deliveries
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. TABLE |
of 4,, and the two-player game suggests Nede transmit OVERALL PERFORMANCE COMPARISON BASED ONHAGGLE TRACE.

x virtual packets of Packet to Node k. What Noden will

f ; Delivery RateAverage DelajOverhead
really do is to create two copies of Packelt keeps one copy ProheiSelfish 031 21598s (5.0n) 1
with the maximum deliveries updated 49 — «, and transmits ProphetCooperative  0.78 4533s (1.25h) 19
the other copy with a maximum deliveries ofto Nodek. TFT 0.71 17587s (4.881) 6
3) Analysis of the Game SolutiofThe proposed incentive ~ SID 083 [8078s (2.24h) 3

scheme owns several desired properties. First we show the

proposed scheme can achieve network-wide Pareto oplymalff’r peer-to-peer communication in DTN. Therefore, several
techniques (such as link state dissemination, route caatiput

Lemma 1. The proposed incentive protocol achieves networnd ACK feedback updates) adopted in TFT appear overkilling
wide Pareto optimality at the convergence in a static nelworfor ad dissemination, often exhibiting undesired overhaad

Proof: We prove it by contradiction. Given a static"?”g delay under this a.pplica_tion_. As disgussed in Sec. I,
network, if the result is not Pareto optimal after convergen SINce other DTN data dissemination algorithms [8]-{10] are

there must exist some users that can improve their perfm'malqes'gned um:]er dn‘fergnt apphcatllon s&enanos Where\:emﬁ
without hurting the others’. Note that the nodes intend td firf"® Payers, they are incomparable with our proposed scheme.

the Nash bargaining solution for an individual bargain pss; B. Simulation Setup

which by itself is Pareto optimal as shown in [31]. Thus, $10S 10 representative social network data sets obtained from

users can bargain via the proposed scheme to improve thgik cambridge Haggle project [34] and the UMass DieselNet

per_forr_nance. Th_ls means the convergence |s_not achieved W&ject [35] are employed in our simulations. The former

which is contradictory. Therefore the lemma is proven. B i 0lves9s iMotes and Bluetooth devices and runs for a period
Besides Pareto optimality, the Nash bargaining solutiQf apout3 days. The latter is based on a DTN testbed With

also satisfies three other axioms: symmetry, independemtte a transit buses, serving an area of approximaléky square

invariance. The symmetry axiom indicates that if the felasibyjjes. Our simulation is based on the trace data obtained in

solution for both users are symmetric, then they have thesagy s with 37 buses for a period of about two weeks.

squFion. The_independence axiom shows that eliminatirg th Thirty ad categories are defined in our simulations. Each

feasible solutions that would not have been chosen should Rgde has a default queue size for 200 packets and initiaitsred

affect the Nash bargaining solution. The invariance mees {yf 100. When a node acts as an ad provider, it generates one ad

bargaining solution is scale-invariant. . packet every 15 minutes in a random ad category. At the same
The convergence of the trading process is upper boundgghe a node is also interested in receiving ad$ irandomly

and the bound can be calculated by a genie-aided centralize@sen ad categories. Given the small size of a check, we

algorithm. Since the solution is pair-wise-based, no hargazssyme that nodes can hold as many signed checks as possible.

deal will be reached if the mutual benefits cannot be obtaineghe TTL of a packet is set to infinity by default. For simphgit

As aresult, the performances will monotonously increase Ding face value of a virtual check is set to one. The values of

to the monotony and bound, the proposed solution convergesange, in Eq. (2) and Eq. (3) aré.1 and0.2, respectively.
for a static network. In practice, the network is dynamict Bu

as long as the bargaining frequency is sufficient, the néewdr- Performance Comparison
performance is always improved by the proposed scheme. We are interested in the following metrics for performance
evaluation: the packet delivery rate, the average delidetsy,
IV. PERFORMANCEEVALUATION the transmission overhead, and the credit distributionragmo
In this section, we present the simulation results to demofodes. The delivery rate is defined as the ratio of the total
strate the efficiency of our proposed incentive scheme. number of delivered packets to the total number of ad packets
) ) that should be disseminated to corresponding receivers. Th
A. Competing Algorithms average delivery delay measures how long a node waits to
PROPHET [33] is chosen as the baseline for comparisongkt an interested ad packet. The transmission overhead is
is a probabilistic DTN routing algorithm, without consider a cost factor, defined as the ratio of the total number of
tion of selfishness. Under PROPHET, a node always forwarglansmissions to the total number of delivered packets.drow
a packet to a node with a higher delivery likelihood to theverhead means less traffic in the network and lower resource
destination. Since PROPHET does not consider selfishnessisumption. We assume the control packet is much smaller
of mobile nodes, we implement its two variants. The firdshan the data packet, and therefore, its overhead is nielgligi
(denoted as “ProphetSlefish”) is under the assumption that e further analyze the average number of packets exchanged
nodes are selfish. Thus, a node only receives its interestedbatween two nodes when they encounter. The virtual credit
packets directly from ad providers. In the other variant edm distribution depicts the degree of cooperation among nodes
“ProphetCooperative”, we assume that nodes are cooperafihe more credits a node owns, the more cooperative it is.
and altruistic. A node always choose the most valuable packe Tables | and Il compare the overall performance of different
to carry for others after satisfying its own interests. schemes based on the Haggle trace and the DieselNet trace,
The pair-wise tit-for-tat (TFT) scheme is proposed in [21espectively. As can be seen from both tables, the dataedgliv
where a node forwards as much traffic for a neighbor aate of SID is very close to “ProphetCooperative”, the caope
the neighbor forwards for it. In general, TFT is developedtive scheme. The high packet delivery rate of SID is atteiu
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TABLE I
OVERALL PERFORMANCE COMPARISON BASED ONDIESELNET TRACE.

~
3
g
8

Delivery Raté Average DelayOverhead 2
ProhetSelfish 0.19 49672s (13.79h) 1 §85°°
ProphetCooperative  0.81 10594s (2.94h) 16 2 so00
TFT 0.70 25729s (7.16h) 5 5 .
SID 0.79 [12387s (3.44h) 4

6500

to the fact that a node is well stimulated to forward others’
packets, which it likely makes a delivery and thus gainsitsed : 2
leading to highly efficient data transmission in the autonom
mobile social network. It is interesting to observe SID evemg. 5. Impact of check’s face value on packet delivery delay.
achieves a higher delivery rate than ProphetCooperatiderun
the Haggle trace as shown in Table |. This is anti-intuitive, Fig. 2 illustrates the distribution of available creditsden
because the nodes are altruistic under ProphetCoopetativéSID. Credits are consumed for ad dissemination. The more
carry each other’'s packets voluntarily, and thus, the dgliv credits a node owns, the more ad packets it can disseminate.
likelihood should be the highest. However, altruism can beMost nodes have their available credits lower tha0, be-
double edged sword. While altruism makes nodes willing ©ause they have on-going ad dissemination, and thus, have
accept others’ packets, it may cause many packets be droppetil some credits to be paid for corresponding receiversh Su
before success delivery. This is because full cooperation aredits are not included as “available credits” in Fig. 208b
ways makes packets flow to a certain group of nodes wH6% of nodes can keep their available credits aroate 100,
are active in the network. Packets are sometimes aggregagethparing to100 initially. It indicates that they maintain a
quickly, and thus, dropped due to buffer overflow. At thgood balance of credit producing and consuming, and can
same time, we notice that although the TFT scheme consideesitinuously disseminate their own ad packets. An analysis
nodal selfishness, its delivery rate is lower than SID, bseawf failed transmissions (due to short of credit) is depicted
maintaining a mutual forwarding balance wastes usefulamintin Fig. 3. About half of the nodes do not have any failed
opportunities. In SID, the estimated value of packets effeansmissions and the average number of failed transmissio
tively fosters cooperation among nodes and makes efficamt is less tharb, showing that the two-player cooperative game
of communication resource (that is determined by the capacpromotes win-win trade for both nodes to obtain gains and
of nodes and their meeting opportunities), thus leading topsevents unilateral benefit causing starvation. The nodas t
higher delivery rate. Finally, nodes under ProphetSelfish guffer failed transmissions are due to the lack of coopemati
not cooperate at all, resulting in the lowest delivery rate. opportunities which consequently leads to credit shortage
The ProphetCooperative and SID exhibit much shorter aver-Fig. 4 shows the average number of packets exchanged per
age delay than other schemes, because both of them levei@gemunication between two encountering nodes. The more
the packet value to estimate the probability to deliver thegackets are exchanged, the more resources are consumed.
packet and choose the best routes to forward it, thus dieltyerAs can be seen, aboui8% of nodes in TFT exchange
the packet in a shorter time. It is no surprise to obserless thanl0 packets per communication. This is mainly due
the longest delay under ProphetSelfish because an ad patkethe TFT constraints that enforce bilateral balances. In
is only delivered from its provider to the receiver directlyProphetCooperative, abotd% of nodes exchange more than
Although the source in TFT scheme specifies complete rouk@ packets per communication. It is noticed that some very
for each generated packet, packets may not always flow alcxgjive nodes intend to transmit and receive a large number of
the best routes due to the TFT constraint and results in a&tongackets, consequently leading to frequent overflow andgiack
delay. Moreover, we can see that the ProphetCooperativa hakopping. In SID, mobile nodes strike a balance between
much higher overhead than SID, because its altruism leadgheir individual interests and contribution to the netwdvlost
more packets to be duplicated and distributed in the networiodes exchange 10-20 packets per communication.
In a contrast, SID achieves low overhead, since a hode exeiv To evaluate how the face values of checks impacts the
a packet only if it can gain benefits from the packet. performance of packet delivery delay, we randomly choose a

3 4
Face Value of Check
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source node (e.g., Nod®) and gradually increase its check’she delivered withind hours, while ProphetSelfish and TFT
face value froml to 6 credits, while all other nodes still need to keep packets stay longer in the nodal buffer. Fig. 8(c
keep a face value of credit for their checks. The result isshows the overhead with the increase of TTL. We observe
shown in Fig. 5. As can be seen, the average packet delivéinat when TTL is increased frorh to 3 hours, the overhead
delay decreases with the increase of check’s face valus.iJhiof all schemes increases, especially for ProphetCooperati
because a higher face value indicates more rewards thatecafThis is because extending TTL allows packets stay longer in
obtained if a node successfully delivers the packet, or ot the network, which thus has a better chance to be exchanged
words, stronger incentives to stimulate nodal collaborati  and duplicated, yielding more overhead.

Figs. 6-8 illustrate the performance trend by varying such
network parameters as queue size, traffic load and TTL.
Both traces show similar trend. Figs. 6-8 are based on thewe have proposed a Self-Interest-Driven incentive scheme
Haggle trace only. With the increase of the queue size, thestimulate cooperation between selfish nodes for ad dissem
delivery rate of all schemes increases (see Fig. 6). P&atlgu ination in autonomous mobile social networks. Our studies
ProphetCooperative gains significantly, because a longeue] have shown that a unique challenge to provide incentives
allows a node to hold more data packets for a longer time, thins an autonomous mobile social network stems from its
increasing the probability of packet delivery. As a sidesefff opportunistic communication where a routing path is noadet
a longer queue results in a surge of overhead, because mmigistic. The problem is further complicated by the existen
duplications can be hold and transmitted by the mobile nodeg duplications, multiple receivers, and multiple ad catégs.

In addition, the delay also increases. One may expect thal@this end, we have introduced “virtual checks” to elimaat
larger queue should decrease the delay in ProphetCooggeratie needs of accurate knowledge about whom and how many
since it can carry more packets, and thus, increases theehagredits ad provider should pay. Both ad packets and signed
for the packets to meet their receivers. However, a largeuqu virtual checks can be traded between mobile nodes. We have
also means packets even with a low delivery probability cgroposed effective mechanisms to define virtual rewardador
find a place to stay. When such packets get delivered, they hgegkets and virtual checks, and formulated nodal interacti
already experienced long delay, thus increasing the agerag a two-player cooperative game. Extensive simulatioms ha
network delay. On the other hand, the increase of the quebeen carried out for evaluation and performance comparison
size affects the performance of TFT and SID only marginallynder the real world mobility traces.

since TFT is constrained by the amount of traffic forwarded
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